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Cromar Coverholder  at Lloyd's  

 

Å Cromar is a provider of corporate and specialist insurance solutions for clients within  

the Lloydõs markets.  

 

Å Our aim is to help our clients  manage their risks and, if disaster strikes, to help them 

minimise disruption  to their business.  

 

Å We believe in long-term relationships. So we keep in step with our clients at every 

stage; using our expertise to ensure our client risks stay covered in the most effective 

way. And if a crisis occurs, our Claims team will be at your side until  our clients are back 

up and running.  

 

Å So our customers can look after their business, while we look after the risks. 

 

Å Lloyds Market Coverholder Innovation Award 2016 for our education engine 
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LLOYDõS Best Coverholder Innovation Award 2016 

Winner: Cromar for their education engine around cyber risks   
www.CyberInsuranceQuote.gr is the first marketplace platform of its kind dedicated exclusively to cyber 

insurance and an education tool around cyber and data privacy risks for small companies in Greece 

 

 

 

 

 

 

 

 

 
Lloydõs Market Innovation Awards are a celebration of the unrivalled talent and expertise that exists in 

the Lloydõs Insurance Market, showcasing the excellent work the market is doing  every day to innovate 

in an ever-changing global risk landscape. 
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Trends 
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Reported incidents around the world is increasing  
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Cyber risks are increasing rapidly  

 

Å The annual damage to the global economy from cybercrime is estimated to 

be between 200ð400 billion  USD 

 

Å According to the CSO Alliance, more than 1,000 ships have successfully been 

hacked in the last five years 

 

Å After the NotPetya incident in 2017, Maersk had to reinstall its entire 

infrastructure including 45,000 PCs, 2,500 applications, and 4,000 servers 

 

 

Å The positive  message is: Cyber security is now getting  the attention  within  

the maritime industry it deserves ðbut there is not  enough  action  yet!  
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The Nature of Cyber Attacks on the Maritime Industry  

Source: BIMCO and IHS Markit   
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Cyber Incident: NotPetya  Cyber Attack  
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Jim Hagemann  Snabe - Maersk CEO 
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NotPetya : Heavily impacting maritime industry players  
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Safety in shipping today heavily depends on cyber systems  

Source: DNV-GL  
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Three Pillars of Cyber Security  
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Residual Risk ð Risk Transfer to Cyber Insurance Carrier  
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Maritime Cyber Risks  

 

Å ONSHORE risk is similar to the cyber threat facing any business. The primary 

concerns include the loss of income from business interruption,  as well as the 

logistics of, and the expense incurred in, restoring affected systems and 

paying any extortion  demands. 

 

Å OFFSHORE risk is any risk occurring on board the vessel that leads to a 

physical damage loss, from pilots using an infected USB stick which takes the 

system down leading to the vessel grounding,  to the vessel system being 

maliciously attacked by a third  party resulting in a collision. Of course, any 

cyber threat that could lead to physical damage to the vessel could also lead 

to costly business interruption  and system restoration cost as well. 
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Maritime Cyber Risks - CL380 Cyber Exclusion Clause  

 

Å Over recent years, the marine insurance market has mainly been concerned 

with the offshore risk, and hence the CL380 Cyber Exclusion Clause has 

been added to Hull and Machinery Insurance policies in order to exclude the 

risk of physical damage caused by a malicious cyber attack. However, as 

paper charts have given way to technical onboard systems, thereby increasing 

the cyber risk, concerns have grown over the gap in insurance coverage 

created by the CL380 Exclusion. 

 

Å Equally, the cost of business interruption  caused by a cyber attack is being 

increasingly felt in the maritime industry, and with tight  business margins, 

owners want the reassurance of being insured. 
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Cyber Insurance as a Risk Management Tool  
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Axis Marine Cyber Connect  

Å Incident Management & Response 24/7/365 

Å First Party Insuring Agreements 

Å Third Party Insuring Agreements 
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Axis Capital  

Å We offer specialty insurance and reinsurance through  AXIS' managed Syndicates 1686 

and 2007 at Lloydõs. 

Å As a Lloydõs Corporate Member, AXIS Corporate Capital UK Limited provides capital for 

the Syndicate.  

Å We underwrite property, casualty, professional lines, marine, energy, aviation, terrorism, 

surety, cyber, environmental, political  risk, credit risk and others. 
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Axis Marine Cyber Connect  
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