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Cromar Coverholder at Lloyd's

A Cromar is a provider of corporate and specialist insurance solutions for clients within
the L | o ymarkess.

A Our aim is to help our clients manage their risks and, if disaster strikes, to help them
minimise disruption to their business

A We believe in long-term relationships. So we keep in step with our clients at every
stage; using our expertise to ensure our client risks stay covered in the most effective
way. And if a crisis occurs, our Claimsteam will be at your side until our clients are back
up and running.

A Soour customers canlook after their business,while we look after the risks.

A Lloyds Market Coverholder Innovation Award 2016 for our education engine
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LLOYDOS Best Cover hol der | nnov a

Winner: Cromar for their education engine around cyber risks
www.CyberlnsuranceQuote.qgris the first marketplace platform of its kind dedicated exclusively to cyber
insurance and an education tool around cyber and data privacy risks for small companies in Greece

LLOYDS

Lloyd’s Market
Innovation Awards

L | o yMarked Innovation Awards are a celebration of the unrivalled talent and expertise that exists in
the L | o yindurasice Market, showcasing the excellent work the market is doing every day to innovate

in an ever-changing global risk landscape.
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Trends

» Cyber security threats are progressing and
becoming a part of our daily business ]

2016 ++: what will

Mt future bring 7
» Regulations are evolving: ﬂ .
IMO-MSC 1/CIRC 1526 June 1st 2016 > &Y o
.. Stakeholders should take the necessary steps to b
safeguard shipping from current and emerging ;
threats and vulnerabilities related to digitization, T ey cionck

integration and automation of processes and

systems in SJ[?J',D,DFHQ'... "2013: Hacking of
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» The cyber security exclusion clause in

insurance (Clause 380) is heing challenged: 2012: GPS
jamming/spoofing

— Owners expect complete insurance coverage .

— Underwriters need to properly 2011: Pirate

Cyber Attack

manage their risks
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Reported incidents around the world is increasing
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Cyber risks are increasing rapidly

A The annual damage to the global economy from cybercrime is estimated to
be between 2003400 billion USD

A According to the CSOAlliance, more than 1,000 ships have successfullybeen
hacked in the last five years

A After the NotPetya incident in 2017, Maersk had to reinstall its entire
infrastructure including 45,000 PCs 2,500 applications, and 4,000 servers

A The positive message is: Cyber security is now getting the attention within
the maritime industry it deservesdbut there is not enough action yet!
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The Nature of Cyber Attacks on the Maritime Industry

sy MALWARE

PHISHING
THEFT OF CREDENTIALS
SPEAR PHISHING
DENIAL OF SERVICE
NETWORK OF PROTOCOL ATTACK
BRUTE FORCE
APPLICATION ATTACK
OTHER
KNOWN VULNERABILITY
MAN IN THE MIDDLE

Source: BIMCOand IHS Markit
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Cyber Incident: NotPetya Cyber Attack

Corporate Earnings Show Impacts of
NotPetya Cyber Attack

August 2, 2017 by Reuters

!

Transport & Logistics reiterates the expectation of an under-
lying profit above USD 1bn, despite expected negative result
impact from the June cyber-attack estimated ata level of USD
200-300m, of which the majority relates to lost revenue in
July. The vast majority of the impact of the cyber-attack was

Interim Re

Source: DNV- GL
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Jim Hagemann Snabe - Maersk CEO

* “Very significant &
important Wakeup call’

* "We were basically
average when it comes to

Cyber Security (like many
companies)”

« "This was the wakeup call
to become, not just good,
(but also) to (arrive) in a
situation where cyber
security becomes a
competitive advantage”

Source: DNV GL Video https://youtu.be/VaglYIYmDbA
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NotPetya : Heavily impacting maritime industry players

« Arrived via an update to an accounting system in Ukraine
(ME Doc)

» Spread like a worm from an infected machine

« Exploited Windows SMB vulnerability (aka EternalBlue), fix
by Microsoft was released on March 14t (M$17-010)

» Spreads into the local network using exploits like Eternal
Blue and tools like PsExec and WMIC

« Encrypts MFT (Master File Tree) tables for NTFS partitions

» Qverwrites the MBR (Master Boot Record) with a custom
hootloader

» Shows a ransom note demanding USD 300, same hitcoin
wallet

» Prevents victims from hooting their computer

”w

"Big hack at Maersk puts Rotterdam's container terminal flat
David Bremmer and Leon van Heel, AD, NL

Source: DNV- GL
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Saudi Aramco case

i
'

Q

(T

Supply specifically designed
Trojan Toolkit |
i Mid-2012, One of the
v computer technicians on
Saudi Aramco's information
~ technology team opened a
t scam email and clicked on a
| bad link. The hackers were in
Y
"'E‘ﬁim Who's interested in a Saudi
1= m t Aramco breach (9.5 million
Y barrels per day production...)?
'y

!

The hackers were never identified or
_caught (that we know of )

On the morning of Wednesday, Aug. 15,
2012, files began to disappear, computers
started shutting down. No more Internet,
corporate email or office phones. Lengthy,
lucrative deals needing signatures had to be
faxed one page at a time...

Temporarily stopped selling oil to domestic
gas tank trucks and after 17 days Saudi
Aramco relented and started giving oil
away for free to keep it flowing within
Saudi Arabia...

Representatives flew directly to computer
factory floors in Southeast Asia to purchase
every computer hard drive being
manufactured (50,000 hard drives)...
Everyone who bought a computer or hard
drive from September 2012 to January 2013
had to pay a slightly higher price for their
hard drive...

Social engineering: Gaining understanding of emotional triggers
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Safety in shipping today heavily depends on cyber systems

Intormation Iechnology (l | )
» IT networks

. E-mail At risk:

4 = » Administration, accounts, crew lists, ... Mainly
sl 2=

on-shore org.

« Planned Maintenance finance

» Spares management and requisitioning

« Electronic manuals and

--------------- » v » Electronic certificates reDUtation
« Permits to work

J & » Charter party, notice of readiness, bill of lading..
P W Operation Technology (OT) :
S At risk:
= On-board measurement and control
« ECDIS Life,
= Power management property
& = GPS, CCTV
and
= Remote support for engines .
environment
= Data loggers
= Engine control +
= Dynamic positioning, ... all of the
* PLCs ahove

= CROMAR
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Three Pillars of Cyber Security

» Holistic approach for maritime
cyber security assessments Process

» Management Systems

» Governance Frameworks
» Policies & procedures
» Vendor/Third party contracts-follow up

» Audit regimes

People Technology

= Training & Awareness = System design

» Professional skills = Hardening of connections

& qualifications » Software configuration

= Emergency drills » Encryption protocols

» Authonzations &

= Jamming & spoofing
authentication

= Detection & monitoring
= Physical Security

Source: DNVAGL
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Residual Risk d Risk Transfer to Cyber Insurance Carrier

Effect of
Mitigating Controls

INHERENT
RISK

A

Program enhancements
Process improvements
Risk reduction opportunities

RESIDUAL
RISK
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Maritime Cyber Risks

A ONSHORET isk is similar to the cyber threat facing any business The primary
concerns include the loss of income from businessinterruption, aswell asthe
logistics of, and the expense incurred in, restoring affected systems and
paying any extortion demands.

A OFFSHORErisk is any risk occurring on board the vessel that leads to a
physical damage loss, from pilots using an infected USBstick which takes the
system down leading to the vessel grounding, to the vessel system being
maliciously attacked by a third party resulting in a collision. Of course, any
cyber threat that could lead to physical damage to the vesselcould also lead
to costly businessinterruption and system restoration cost aswell.
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Maritime Cyber Risks- CL380 Cyber Exclusion Clause

A Over recent years, the marine insurance market has mainly been concerned
with the offshore risk, and hence the CL380 Cyber Exclusion Clause has
been added to Hull and Machinery Insurance policies in order to exclude the
risk of physical damage caused by a malicious cyber attack. However, as
paper charts have given way to technical onboard systems,thereby increasing
the cyber risk, concerns have grown over the gap in insurance coverage
created by the CL380 Exclusion

A Equally, the cost of business interruption caused by a cyber attack is being
increasingly felt in the maritime industry, and with tight business margins,
owners want the reassuranceof being insured.
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Cyber Insurance as a Risk Management Tool

P&I External consultants

» No explicit exclusion of cyber risks | » Who is responsible?
exists  Depending on contracts

» Clarification is missing o Normally strongly limited
responsibility by external parties

Cyber

insurance

Hull & Machinery etc. Transportation insurance

* Cyber exclusion clause - CL 380 » Fundamental coverage for

» Not tested in court goods/property
» Cyber exclusion clause
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Axis Marine Cyber Connect

A Incident Management & Response 24/7/365
A First Party Insuring Agreements
A Third Party Insuring Agreements

THEWGORLD'S SRECIALIST
INSURANCE MARKET
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Axis Capital

A We offer specialty insurance and reinsurance through AXIS'managed Syndicates 1686
and 2007atL | oy dd s

A Asal | o yCdrposate Member, AXISCorporate Capital UK Limited provides capital for
the Syndicate.

A We underwrite property, casualty, professional lines, marine, energy, aviation, terrorism,
surety, cyber, environmental, political risk, credit risk and others.

2017 $24.760 Billion
2016 $20.814 Billion

2015 $19.982 Billion

A+ (SUPERIOR)

2014 $19.956 Billion

A.M. Best Company, Inc.

A+ (STRONG)

Standard & Poor’s

2013 $19.635 Billion

2012 $18.852 Billion
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Axis Marine Cyber Connect
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